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Introduction



Anomaly & Change-point Detection
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• objective
• anomaly detection
— find an outlier of time series

• change-point detection
— find a drastic change of time series
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Simple Stochastic Problem
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Simple Stochastic Problem
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• generating mechanism

Xt =

c0 + εt, t < t0,

c1 + εt, t ≥ t0,
εt ∼ P
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Simple Stochastic Problem
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• summary statistics

X̄t =
1

τ

τ−1∑
i=0

Xt−i

estimates of mean values (moving average)
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Simple Stochastic Problem
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Difficult Stochastic Problem
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Difficult Stochastic Problem
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• generating mechanism

Xt =

c0 + εt, t < t0, εt ∼ P

c0 + ξt, t ≥ t0, ξt ∼ Q
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Difficult Stochastic Problem
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• summary statistics:

Vt =
1

τ ′

τ ′−1∑
i=0

(Xt−i − X̄t)2

estimates of variances
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Difficult Stochastic Problem
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Slightly Difficult Problem
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Slightly Difficult Problem
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• generating mechanism

Xt = aXt−1 + bXt−2 + εt, εt ∼

P, t < t0,

Q, t ≥ t0
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Slightly Difficult Problem
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• summary statistics

Var(ε̂t) (estimated from Xt, Xt−1, . . .)
estimates of innovation variances

ε̂t = Xt − X̂t = Xt − (âXt−1 + b̂Xt−2)

cba · 1 ◦ · · · · ◦ · · · 2 ◦ · · · · · ◦ · · · · ◦ · · · · 3 ◦ · 4 · · · 5/31



Slightly Difficult Problem
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More Difficult Problem

0 200 400 600 800

6
8

10
12

14

Time

O
bs

er
va

tio
n

cba · 1 ◦ · · · · ◦ · · · 2 ◦ · · · · · ◦ · · · · ◦ · · · · 3 ◦ · 4 · · · 6/31



More Difficult Problem
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• generating mechanism

Xt =

a0Xt−1 + b0Xt−2 + εt, t < t0,

a1Xt−1 + b1Xt−2 + εt, t ≥ t0,
εt ∼ P
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More Difficult Problem
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• summary statistics

ât, b̂t (estimated from Xt, Xt−1, . . .)
estimates of coefficients

note: multi-dimensional problem
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More Difficult Problem
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Change-point Detection

Problem
find time points at which the generating mechanism of time series suddenly
changes

• applications
• intrusion detection in computer networks
• irregular-motion detection in vision systems
• signal segmentation in data stream
• fraud detection in cellular systems
• fault detection in engineering systems
• etc.
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Standard Problem Setting

• framework
• datum at time t: Xt
a random variable (stochastic process)
fixed length data vectors are considered

• objective
examine whether Xt, Xt+1, . . . differ from Xt−1, Xt−2, . . .

(or whether % Xt can be predicted from Xt−1, Xt−2, . . .)
• typical approach: define change-point scores, e.g.

score(Xt) = − log Pr(Xt|Xt−1, Xt−2, . . . )

summary statistics are used for specifying probability models
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Previous Works

• representative algorithms
• Singular Spectrum Analysis
(Moskvinaa & Zhigljavskya, 2003)

• ChangeFinder
(Takeuchi & Yamanishi, 2006)

• Kullback-Leibler Importance Estimation Procedure
(Sugiyama et al. 2007)

• differences of these approaches
• generative models of time series
• computational costs
• scalability of data size
• sensitivity to change of regularity
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Target Problem
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Target Problem
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• generating mechanism

Xt =

c0 + εt, t < t0, εt ∼ P

c0 + ξt, t ≥ t0, ξt ∼ Q
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Target Problem
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• summary statistics

X̄t =
1

τ

τ−1∑
i=0

Xt−i (moving average),

Vt =
1

τ ′

τ ′−1∑
i=0

(Xt−i − X̄t)2 (volatility)
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Target Problem
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• summary statistics

P̂t = (density estimates of Xt, Xt−1, . . .)
i.e. histogram, kernel density estimate, etc.
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Problem Formulation



Our Problem Setting

• framework
• datum at time t: Bt = {Xi; i = 1, . . . ,nt}
a set of random variables, i.e. a bag of data
size of bag can be different in time

• objective:
examine whether Bt,Bt+1, . . . differ from Bt−1,Bt−2, . . .

in statistical setup:
examine whether Pr(Bt) is predictable from Pr(Bt−1),Pr(Bt−2), . . .
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Sequence of Bags-of-Data
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detect a change of distributions behind bags
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Problem setting

• standard problem setting

xt+3 xt+4xt+1 xt+2xtxt−4 xt−3 xt−2 xt−1

t t+ 1 t+ 2 t+ 3 t+ 4t− 1t− 2t− 3t− 4

• our problem setting

t t+ 1 t+ 2 t+ 3 t+ 4t− 1t− 2t− 3t− 4
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Examples of Problem

• graph-structured examples: sender-receiver scenario
• internet incident detection
(relation between source and destination hosts)

• Enron email dataset
(relation between mail senders and receivers)

• market trading analysis
(relation between buyers and sellers)

• other examples: multi-variate data
• multi-sensor plant data
(colinearlity analysis of non-stationary data)

• follow-up surveys
(random missing)
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Representation by Bags

• parametric model

Bt = {Xi} ∼ Pθt

reduce to the change-point detection problem of {θt}
• non-parametric model

Bt = {Xi} ∼ PBt (histogram, Parzen window, etc)

deal with probability distributions {PBt}
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Proposed Approach

• non-parametric model: weighted data sets (histograms)
• flexible for modeling various distributions
• scalable for large sparse graphs

• twofold procedure for detection
• embed each PBt in an appropriate metric space
• examine whether fluctuation of {PBt} is anomalous or not
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Embedding in a Metric Space

metric space M

detect a significant change by following a path of bags
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Regular? or Anomalous?
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Earth Mover’s Distance

• distance between distributions P and Q:
• the least amount of work needed to match two distributions, i.e. a kind of edit
distance

• proposed as a perceptually natural dissimilarity measure in computer vision
• efficiently calculated by linear programming
• mathematically equivalent to Wasserstein/Mallows distance

D(P,Q) = inf
R
E(X,Y∼R)[d(X, Y)], (d can be any distance)

where P(X) =
∫
R(X,dy), and Q(Y) =

∫
R(dx, Y)
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Earth Mover’s Distance

histogram: {(bin, freq)}; P = {(u,w)}, Q = {(v,w′)}
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Two Sample Problem

Problem
given i.i.d. observations {xi; i = 1, . . . ,m} ∼ P and {yj; j = 1, . . . ,n} ∼ Q,
examine whether P 6= Q

• possible criteria
• empirical mean (moment matching)
• KL divergence with parametric models
• KL divergence without models
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Information & Entropy Estimators

• distance-based entropy estimators
• bags with weights: D = {(Bi,wi); i = 1, . . . ,n}
• information content

I(B;D) = c + d
∑
Bi∈D

wi logD(Bi,B) (c,d : const.)

• cross-entropy

H(D,D′) = c + d
∑

Bi∈D,B′j∈D′

wiw′
j logD(Bi,B′j)

• auto-entropy

H(D) = c + d
∑

Bi,Bj∈D,Bj 6=Bi

wiwj
1− wi

logD(Bi,Bj)
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Change-Point Scores

• reference and test datasets

Dref
t = {(Bi,wi); i = t − 1, t − 2, . . . } (past bags)

Dtest
t = {(Bi,wi); i = t, t + 1, . . . } (future bags)

where weights are used as discounting factors
• likelihood ratio (f: density)

scoret = log ftest(Bt)
fref(Bt)

= I(Bt;Dref
t )− I(Bt;Dtest

t )

• symmetric Kullback-Leibler divergence

scoret =
2H(Dref

t ,Dtest
t )− H(Dref

t )− H(Dtest
t )

2
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Bootstrap Confidence Interval

• Bayesian bootstrap: Bayesian analogue of the bootstrap
instead of resampling from an empirical distribution, weighted samples
are used where weights are sampled from the Dirichlet distribution

(N1, . . . ,Nk) ∼ Mult(n; ρ1, . . . , ρk) (resampling)
(W1, . . . ,Wk) ∼ Dir(α1, . . . , αk) (reweighting)

• if we let αi = nρi:

E[Ni] = E[Wi] = ρi

Var[Ni] = Var[Wi] ·
n+ 1

n
=

ρi(1− ρi)

n
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Anomaly Detection

• confidence interval with Baysian bootstrap on weights of bags
• regular: intervals intersect each other
• anomalous: otherwise
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Numerical Examples



ENRON Corpus

Enron Email Dataset (Cohen, 2009)

email transmission data from about 150 users, mostly senior management of
Enron

• duration: 2000/6 – 2002/5 (accounting scandal: 2001)
• time window size of bags: 1 week
• size of reference datasets: 5 weeks
• size of test datasets: 3 weeks
• statistics in bags: 7 stats of bipartite graphs

• degree of sender / receiver
• 2nd order degree of sender-sender / receiver-receiver
• number of messages from sender / to receiver
• number of messages between sender and receiver

• confidence interval: 0.95
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Results of Analysis
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Conclusion



Concluding Remarks

we consider

• change-point detection for sequence of bags of data
• a statistically appropriate distance between bags-of-data
• change-point scores based on entropy estimators
• confidence intervals with Bayesian bootstrap

possible extension would be

• on-line detection with stable entropy estimators
• on-line adaptive thresholding
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